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Abstract — In the ever-evolving landscape of the
Internet of Things (IoT) and Software-Defined Networks
(SDN), the rapid growth of interconnected devices has
enhanced ease and efficiency. However, this evolution
has also paved the way for the ominous cyber-attack:
Distributed Denial of Service (DDoS). These attacks,
which make systems unavailable for legitimate users,
threaten the data integrity, confidentiality, and
availability in 10T and SDN infrastructure. This paper
delves into the critical issue of DDoS attacks within the
IoT and SDN environments, offering a comprehensive
exploration of detection mechanisms by categorizing
them into traditional (signature-based) and anomaly-
based approaches i.e., Machine Learning (ML), Deep
Learning (DL), and statistical techniques. Our key
findings reveal that while signature-based methods
effectively identify known attack patterns, they fall short
against novel threats. In contrast, Al-based approaches,
particularly ML and DL, demonstrate superior
performance in detecting previously unseen attacks.
However, their efficiency is highly dependent on the
quality of training data and model robustness. Our
comparative analysis indicates that ML and DL methods
achieve higher detection rates and lower false positives
in experimental settings, underscoring the importance
of high-quality datasets and resilient models. By
highlighting the strengths and limitations of both
approaches, this study provides valuable insights for
researchers and cybersecurity experts. The need for an
effective and diversified DDoS detection mechanism in
the developing IoT and SDN domains is evident. While
conventional methods remain relevant, Al-based

strategies offer a dynamic avenue for enhancing
security.

Keywords— 10T, SDN, ML, DDOS Attacks, Al Detection
Approach, Traditional Approaches.

I. INTRODUCTION

The 21st century connects the world digitally. Such
enormous growth in information access opens an easy
gateway to intruders. To cope with malicious
intentions, cyber-security emerges to safeguard the
Integrity, Confidentiality, and Availability of belongings
of the governments, organizations, or individual's
digital assets by preventing Cyber-attacks [1].

Cyber-attack is a deliberate attempt by
cybercriminals also known as hackers, to penetrate the
digital system intended to obtain sensitive, confidential
information or to get control or to corrupt the system by
taking advantage of the system's loop-holes and then
launching various kinds of network attacks
accordingly. These attacks are not only confined to
individual or small and big organizations' digital assets
but also a concern at the government level [2].
Generally, cyber security against cybercrimes splits
into five stages which are commonly referred to as
Identity, Protect, Detect, Respond, and Recover [2].
Figure 1 represents the commonly known stages of
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cyber security. The intentions of cybercriminals can
vary from personal fun to exploitative purposes [3].

Cyber-attack is a deliberate attempt by
cybercriminals According to [4], these attacks can be
confined into two categories "Active" and "Passive"
attacks. A type of active attack is the DDoS attacks,
which can prohibit authorized users from accessing
network services. The servers can be the target of a
DDoS attack by flooding the network with a massive
volume of traffic, which can exhaust the network's
resources [5]. Additionally, there are many devices that
can be connected to the Internet as a result of the loT
age. As a result, attackers can utilize numerous DDoS
attack types by utilizing a large number of bots from
various locations. DDoS attacks [6] have the ability to
overload several SDN levels, including the channels
for communication between the controller and
application layer or between the controller and open
flow switches. If a DDoS attack overwhelms SDN,
which has a single point of failure, the entire network
will crash at once. As DDoS attacks in 1oT and SDN
environment becomes frequent, it urges the need for
an effective and efficient detection system to mitigate
its attacks [7]. A detection system in I0T environment
is hardware or it can be software that observes the
abnormal behavior in traffic flow and analyzes the
detection phase, where regular packets are separated
from irregular packets. Beside IDS is utilized to check
the audit log for illegal activities in the network [8].
Hybrid approach for the detection of anomalies is
proposed using data mining techniques to avoid the
adversary attacks [9]. Under the anomaly approach,
Artificial intelligence is widely used, using its Machine
learning and Deep learning techniques for DDoS
detection [10,11].
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This study serves as a roadmap for practitioners
and researchers, providing insights into the growing
threat landscape of DDoS attacks within 1oT and SDN.
It blends the collective wisdom of traditional and Al-
based detection approaches while focusing on the
significant role, Al (ML and DL) technologies play in
strengthening the security of loT and SDN
infrastructure. Figure 2 illustrates the research
roadmap to understand the flow of this study.

In the case of passive attacks in wireless sensor
networks adversary only listen the traffic flow without
the victim's notice, the intruder enters the system to
observe and steal the resources for various purposes
compromising its confidentiality without corrupting its
contents [12]. However, the active attack, [13] is
another category of a cyber-attack where an intruder
penetrates the system aiming to get control or to
modify and corrupt the resources harming its integrity
and availability. In a COVID-19 pandemic, mostly
communication is on digital platforms that leads to
security breaches [14]. Figure 3 depicts the difference
b/w an active and passive attack.

Distributed Denial of Service (DDoS) is one of the
devastated forms of active attacks, in which the cyber-
criminal by deploying various compromised devices
ranging from 12 to 100,000 from multiple geographical
locations attacks the victim by sending a flux of artificial
traffic aiming to either make interruptions or block the
whole system or even to seize on all the available
resources causing its unavailability for the authorized
users. Beside optimized artificial intelligence model is
have proposed for the DDoS detection in SDN
environment [15]. The recent studies reveal the
prophecy of Cisco that DDoS attacks are becoming
quick in succession, jumped from a figure of 7.9m in
2018 to more than 15 million in 2023 [16]. On Feb 2020
this variant victimized Amazon Web Services (AWS)
for three days with a gigantic volume that reached 2.3
Tbps [15]. Based on its nature, DDoS attacks can be
split two groups. The first one is known as bandwidth
attack, [17] that targets the system's network
bandwidth with the help of Zombies/Bots, aiming to
overload the system's network by sending a flux of
packets at once, which results in reducing the
processing power and reaching the system's
maximum memory capacity making it ineffective to
serve the authorized users. and the second one is
source depletion attack [18], here its attack makes the
system unavailable by consuming its resources either
by distorting the network protocols or sending
abnormal packets [19]. Figure 4 represent this DDoS
attack.

PASSIVE ATTACKS VS ACTIVE ATTACKS

DDOS ATTACKS
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IV. DDOS AND THE DETECTION MECHANISM

The rapid frequency of DDoS attacks urges the
need for an efficient detection mechanism and to deal
with this challenge, many detection methodologies
have been proposed with different success ratios. On
the basis of their technical nature of working, the DDoS
detection mechanism can be split into Traditional
approaches and Anomaly detection [20]. Figure 5
shows the DDoS detection mechanism's categories.

V. TRADITIONAL APPROACHES

These approaches are more focused on observing
the network traffic volume and whenever the traffic
volume exceeds a certain threshold, it creates an alert
for DDoS attack.

A. Signature Based Detection

The most ordinary detection mechanism where
already captured attack pattern plays the fundamental
role. The signature detection mechanism can only
detect the known attack after comparing its pattern with
the pre-stored pattern in the database and would fail to
detect, if there exists a minimal change in pattern. The
mechanism is efficient in detecting the known attacks
and requires high processing power but the attack
pattern needs to be updated regularly [2]. DDoS attack
detection based on signature mechanism further splits
into "Traffic Analysis Pattern” and "Correlation of IP
address" [20].

e Traffic Pattern Analysis is based on the idea that
malicious packets behave in a similar manner to
genuine ones, yet differently. For instance, in a
botnet attack, all the bots are normally under the
authority of a single bot master. The behavior is
caused by requests being sent to several botnet
members, which is why the same patterns are
observed. With this technique, incoming traffic
patterns are compared to already-created
authentic traffic profiles. These profiles should
not deviate in any way since malicious traffic will.
When the terminal providing the traffic is secure,
traffic features can be recorded to create a
profile of valid traffic [21].

e Correlation of IP, based on Detecting falsified IP
addresses is crucial for localizing DDoS attacks
because attackers often fake packet origins.
This method involves comparing IP addresses
between the target server and the attacker's
spoofed server. When disparities emerge, it
triggers a DDoS alert, allowing for targeted
traffic filtering and mitigation [20]

B. Anomaly Detection

This mechanism [2] has its foundation in monitoring
legitimate traffic and captures their regular pattern over
a certain time and whenever traffic shows irregular or
abnormal behavior it suggests an attack, which makes
it proficient in detecting the unknown and zero-day
attacks. Based on its nature, the DDoS detection
method further splits into a Statistical approach,
Machine learning and Deep learning [20].
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FIGURE 4. General scenario for DDoS Attack [19]
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Categories of DDoS Detection Mechanism [20]

Statistical Approach creates a threshold after
monitoring the statistical features of the
legitimate traffic and if the traffic exceeds the
threshold it is marked as malicious traffic. This
mechanism uses a sophisticated statistical
algorithm to differentiate the irregular behavior
from the regular pattern of the already built
network flow and can detect the attack without
prior knowledge but using only the statistical
features which makes it more effective in
detecting the malicious activities [2].

Machine learning (ML) algorithms are divided
into three categories supervised, unsupervised
and reinforcement learning [21]. [22] Each input
data is connected to a class, or label, in
supervised learning algorithms. The computer
uses the training sample to predict the type of
input data during testing. Due to the fact that the
class of the training sample is known during the
learning phase, this is called supervised
learning. We don't have any labeled responses
when the cases are unsupervised While using
the trial-and-error method, the machine is
continuously trained in the reinforcement
learning method. In order to make the best
decisions possible, it draws on prior knowledge
and works to acquire new information. OneR,
LR, NB, BN, K-NN, DT, RF, and SVM are
common algorithms used for supervised
learning [23] while for unsupervised learning,
algorithms like EM and K-means are common
[24].

Artificial intelligence (Al) uses deep learning, a
form of machine learning (ML), to learn from both
supervised and unstructured data. Due to the
usage of multilayer networks, deep learning is
often referred to as a deep neural network or
deep neural learning. Furthermore machine
learning classifier are utilized for early detection
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of DDoS attack in 10T environment [25]. Neurons
[26], which represent the mathematical
calculations of the learning process, connect the
layers. Preprocessed data are used as input by
DL algorithms, which then extract and classify
features and determine whether the samples are
benign or malignant. Five categories are
covered under the taxonomy: Based on
standard DL technique parameters, supervised
instance learning, supervised sequence
learning, semi-supervised instance learning,
hybrid learning, and other learning methods of
DL models are used to detect DDoS attacks [27].

In Table 1, two main categories of detection
techniques are analyzed. An unidentified attack or
even a version of a known attack cannot be detected
using the signature-based detection method. By using
these techniques, any modifications to the attack
signature patterns that already exist are not caught.
Numerous false alarms are set off in this case. The
attack signatures' database must be routinely updated
as a result. However, maintaining an attack signature
can be costly and occasionally challenging. The
primary benefit of anomaly-based detection over
signature-based detection is that it has the ability to
localize new assaults whose signatures deviate from
typical traffic patterns. However, due to the large
amount of resources required for monitoring, its
detection speed is actually quite slow.

VI. DDoS INIOT

The DDoS detection in the SDN is improved using
the deep learning algorithms [28]. Internet of Things is
a gigantic network of interconnected devices with the
capability of interacting, collaborating, sharing, and
receiving services, information, and data without being
dependent on human aid.

TABLE 1. Overview of the DDoS Detection Approaches and
their constraints [27].

Approaches Working Constraints

o Lacks detection precision for
different types of known
assaults in the database.

Attacks are o Attacks that are unknown or
identified zero day cannot be found.
Signature u_sing captured
Based signatures of o Increased false negative rates
well-known are brought on by
attacks within misrepresenting signature
the database patterns.

e Requires that the database’s
attack signatures be updated
often.

Creates a o The Speed of detection is not
threshold of high.
typical traffic

Anomaly behavior o Attack patterns using

Based based on data encryption have not been
gathered over found.
a given time
period. o Occasionally produce high

false alert rates.
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FIGURE 6. Basic Layered Approach of IoT [31]

0T [29] has grown to be the biggest network with
millions of devices communicating with one another to
facilitate and ease human tasks. A recent survey found
that there are 22 million Amazon Echo’s and 310.4
million dollars’ worth of wearable technology had been
sold till 2017 and the number is doubling with each
passing year. In the entire 10T working span, many
operations are performed at various levels to
accomplish the desired goal of any smart application
[30]. Data collection [31] via various sensing devices,
including sensors, RFID readers, and smart
controllers, is the primary focus of the first layer. To
ensure compatibility with the various protocols used
inside the network, the collected data must follow
established. formats. In addition, the 2nd layer known
as the network layer controls the connection between
edge devices and applications, enabling data
transmission across wireless networks like Bluetooth,
Wi-Fi, and Zigbee. Last but not least, the outermost
application layer functions as the user interface for a
variety of loT-based smart applications, including apps
for smart grids, homes, and cities. These layers work
together to create the architecture for effective Internet
of Things-based systems, enabling seamless data
transfer from sensors to applications across a variety
of areas [32]. Three layers, which stand for different
functionalities, make up the fundamental model
presented in Figure 6. Although it has a fairly simple
definition, when it comes to security and privacy
concerns, it becomes considerably more intricate and
significant. a result of unstable networking protocols
being utilized, and there is substantially less human
interference and more exposure to different cyber-
attacks.

VIl. DDOS IN SDN

A new network paradigm called the Software
Defined Network (SDN) emerged as a result of many
issues with current networks, including vertical
integration, coupling between the data and controller
planes, difficulty modifying (or inserting) applications
into the network, and decentralization [33]. The
flexibility of SDN [34] to decouple the data and
controller planes gives developers more freedom and
makes it easier to maintain applications in these
environments. It was able to isolate the network
infrastructure from its applications in order to decouple
the control plane and allow for logical centralization. As
a result, software can be used to build services that are
implemented by hardware (such as IDS, Firewall, and
Routers) [35]. Because the network controller and the
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switches have well-defined programmable interfaces
through APIs, which enable communication between
them, this centralization and decoupling of SDN is
possible [33]. However, SDN [36] use has the potential
to be innovative, but it also presents some new security
challenges for networks. These issues may jeopardize
a secure communication network’s fundamental
characteristic including its confidentiality, integrity,
information availability, and authentication [37].

VIII. ANALYSIS OF ML DDOS DETECTION APPROACHES

IN 10T & SDN

In [38] to enhance the detection and mitigation of
DDosS attack using ensemble online machine learning
model in the SDN environment is utilized. Moreover
using SVM to identify assaults in a network powered
by SDN. This method includes gathering network
packets on a regular basis and extracting 24 features
from them. Then, these features are categorized using
SVM to look for anomalies. The method's effectiveness
was evaluated against that of the J48 and Naive Bayes
(NB) classification algorithms using the NSL-KDD
dataset. The technique has a 99.4 percent detection
accuracy compared to the J48 and NB algorithms'
respective values of 99.75 percent and 95.87 percent.
It can be demonstrated that the suggested method falls
short in terms of accuracy while the J48 classification
method continues to perform better. Additionally, the
approach has a considerable computational overhead.

In [39] work, Decision Trees (DT) were used by the
researchers to identify Distributed Denial of Service
(DDoS) assaults in an environment with multiple layers
of the Internet of Things (IoT). loT gateways, cloud
servers, SDN switches, and I0oT devices made up this
environment. Eight smart poles with different
capabilities were deployed in a campus-wide wireless
sensor network. To communicate sensor data, these
poles used Wi-Fi, Bluetooth, ZigBee, and LoRa. A
Raspberry Pi 3 served as a heterogeneous gateway
for data transfer on each pole. Sensor data packets
were gathered and made ready to be processed by the
IoT gateway, and DT classifiers were trained to
recognize DDoS attacks based on packet properties.
These classifiers identified whether packets were
normal or abnormal, accurately identifying different
attack types. In order to lessen the effects of DDoS
assaults, the SDN controller and an SDN switch were
utilized to blacklist compromised devices and regulate
network traffic bandwidth when attacks were detected.

In [40] multiple methods have explored against
mitigation of DDoS attack in the 10T environment to
protect the sensitive data during transmission using
public network. However a threat identification and
controlling architecture for I0T networks based on
machine learning. The retrieved properties from the
BoT-loT dataset were categorized in this work using a
multi-class classifier developed using DT, RF, k-NN,
multi-layer perception (MLP), RNN, and LSTM. With a
looking-back methodology, this classifier also localizes
the assault subcategories. The results of the
evaluation show that the accuracy of looking-back-
enabled RF is highest, whereas that of k-NN under
identical circumstances is lowest.

The [41] introduced a hybrid feature selection
methodology to the Extreme Gradient Boosting
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(XGBoost), RF, DT, and k-NN classifiers. Chi-square,
Extra Tree, and ANOVA are the hybrid feature
selection techniques. The CICDD0S2019 dataset was
used to verify this method's efficacy. The evaluation's
findings demonstrate the higher performance of
XGBoost with ANOVA, which has an accuracy of 98.35
%. With only 15 features and an 825 % feature
reduction ratio, this performance was accomplished.
When all the features were taken into account,
XGBoost's accuracy fell to 96.7 %.

Table 2 gives an overview of the studies and
progress made in using machine learning models for
assault detection. Based on the methodology used, the
dataset, and the application domain, these researches
were contrasted.

IX. ANALYSIS OF DL DDOS DETECTION APPROACHES
IN 10T & SDN

Various mitigation strategies have proposed for
DDoS attack in the SDN environment to enhance the
security and privacy of data plan and control plan [42].
However, different approaches to attack detection in
an loT network were looked at separately. While the
second method makes use of an LSTM deep learning
model, the first method utilizes a hybrid intrusion
detection system. The CICDD0S2019 dataset served
as a demonstration of how applicable these methods
are. For DDoS and DoS attacks, the combined
accuracy of the two approaches was 91.9 %. A few
instances of false alarms were noted in this
investigation.

The [43] worked for identifying assaults in an loT
environment, a customized deep learning solution has
been presented. In this study, multiclass attack
prediction was carried out using an embedding layer
and a FNN method. A binary classification model was
also created using FNN technology.

TABLE 2. An overview of studies on the use of ML models
for detecting DDoS attacks

Adopted Datas Envir
Approac | Overview et onme Takeaway
hes nt
Gather network Achieves
packets on a regular 99.4%
basis. detection
accuracy.
E}QA Take 24 features out ESDLD ISOJI;I _
of each packet. Considerable
computational
Use SVM to overhead.
classify the features
With 97.39%
accuracy,
Using an loT ICMP, SYN,
gateway, captured - and UDP
sensor déita packets Creat Multi- .ﬂOOd.S are
DT [39] ' ed layer identified.
- loT
A DT classifier is
- > F1- score has
trained using data. been obtained
above 97%.
With an
DT, RF, | Apply the feature accuracy of
K-NN selection methodto | CICD 98.35%
and four classifiers to DoS2 loT XGBoost with
XGBoos | evaluate the 019 ANOVA
t [41] decision precision performs
better.
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The method's success is demonstrated by the
evaluation findings. Each classifier outperformed the
other. Particularly, the multi-class classifier achieved
approximately 99.79% accuracy while the binary
classifier demonstrated detection accuracy close to
99.99%. Only a few assault classes were apparently
found in this investigation. Therefore, it is not always
possible to identify alternative attack types.

Work [5] explains how an RNN combined with an
autoencoder (AE) can increase the SDN's DDoS
attack detection accuracy. In comparison to the NB,
RF, DT, SVM, and linear regression classifiers, this
scheme's effectiveness was assessed. When
compared to previous methods, the scheme
significantly improves accuracy when tested on the
CICDD0S2019 dataset. The method reports a 99%
accuracy rate. The study, however, did not include
reporting performance indicators such model training
time or samples identified, despite the fact that the
computational overhead was slightly decreased.
Based on the [44] dataset, the application domain, and
the deep learning model employed, these researches
are contrasted. The proposed framework is tested
using the CICDD0S2019 dataset to identify reflection
attacks and exploitation attacks in TCP, UDP, and
ICMP. The experimental findings show that, in
comparison to current methods, the suggested
framework can effectively detect and mitigate DDoS
attacks while making efficient use of CPU resources
and doing so faster.

Table 3 shows the DL models that are used for
detecting DDoS attacks. Table 4 presents a
comparison of ML & DL methods. This comparison is
based on the features of each method, their strengths,
and constraints.

TABLE 3. An overview of studies on the use of DL models
for detecting DDoS attacks

Adopte Envi
Ap?oro Overview Da;as r:10err]1 Takeaway
aches t
Examine the The Combined accuracy
application of the two methods is
of LSTM CICD 91.9%.
I[‘ASZ}—M and Hybrid DoS2 | loT
intrusion 019 Considerable
detection computational overhead.
system.
;cijrlticlass It is shared that only a
few attack classes have
attack been found, thus it is not
FNN prediction, Creat loT o(te)(\a/ri]ot?sutnhz;t mli)srtla e:tst:cok
[43] combine an ed classes will also be
embedding SO
layer and an identified.
FNN model.
For The method records a
AE, Increased CICD 99% accuracy rate.
RNN, accuracy, DoS2 | SDN
[5] combine AE | 019 Minimizes the
with RNN computational overhead.
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TABLE 4. An overview of comparison on the use of ML &
DL models for detecting DDoS attacks

Approa Overview Strengths Takeaway
ches
By studying
the Problem with
characteristics Feature
of the network engineering.
traffic, Quickly recognizes
Machine algorithms can | traffic patterns. Lo_ng period of
Learning be used to training.
distinguish Excellent detection
malicious data | precision. Better accuracy
from other requires a
types of larger dataset.
network
traffic.
Being able to
identify high- Issue with
Uses its dimensional generalization.
feature features.
extraction and Leads to
classification Flexible response to | overfitting
Deep module, which | new issues. occasionally.
Learning | benefits from
both Super capacity to Overhead in
supervised and | learn layer features. | computation.
unsupervised
learning. Having the capacity | Better accuracy
to directly process requires a
raw data. larger dataset.

X. CONCLUSION

In a rapidly digital era, where 10T and SDN form the
backbone of the interconnected world, the growing
threat of DDoS attacks is a great concern. The
deliberate, malicious attempts to overwhelm &
incapacitate computer systems or networks by flooding
them with massive traffic or requests, disrupting the
normal operations of 10T and SDN infrastructure,
causing severe impact on their performance or making
them non-functional. The damaging effects of DDoS
provoke the urgent necessity for strong and effective
methods to detect & mitigate these attacks.

This paper analysis commenced by categorizing
the detection mechanism into two paradigms; the
traditional signature-based method & anomaly-based
approaches, fueled by ML, DL, and statistical
techniques. Based on this classification, this work
highlighted the strengths and constraints of each,
mentioning how the signature-based technique is
effective in identifying known attack patterns but
ineffective in the case of novel attacks, while anomaly-
based approaches show their superiority by detecting
unseen attacks.

In conclusion, this study investigated Al-driven
DDoS detection techniques adapted for 1oT and SDN
settings. This paper carried out a thorough comparison
analysis and offered insights into their advantages and
performance indicators. The foundation of contribution
in this analysis, which is important for researchers, and
cybersecurity experts. The need for an effective and
diversified DDoS detection mechanism in the
developing IoT and SDN domains is presented in this
study. While the conventional approaches are still
effective, Al-based strategies open up a new dynamic
area for improving security.
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