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Abstract - Information sharing has become prevalent due to
the expansion of social networking in this 21st century.
However, electronic devices are vulnerable to various kinds of
attacks. Information might be disclosed, modified and accessed
by an unauthorised third party which consequently leads to the
breach of confidentiality, integrity and availability of the
information. Therefore, it is of utmost importance to employ the
technology of cryptography and steganography to protect
information assets. Cryptography and steganography have
weaknesses when they are working alone. Therefore, crypto-
steganography, the combination of cryptography and
steganography are introduced to overcome the weaknesses in
order to provide a double layer of security and protection. This
paper provides a general overview of steganography and
cryptography as well as a comparison analysis of different
crypto-steganographic schemes. A  secure crypto-
steganographic system for healthcare is then developed with the
implementation and integration of the secure crypto-
steganographic scheme proposed by Juneja and Sandhu. This
healthcare system enables users to store and deliver message in
a more secure way while achieving the main goals of both
cryptography and steganography.

Keywords—Steganography, cryptography, least significant bit
(LSB), crypto-steganographic

1. INTRODUCTION

Cryptography and steganography are the two important
techniques to deal with transmitting information over the
insecure  channel. Cryptography is different from
steganography and the definition of cracking cryptography
and steganography system is different. In steganography, the
system is broken when the attacker knows that steganography
has been utilised and he can detect the embedded message. In
contrast, breaking of cryptographic system requires the
attacker to decrypt the encrypted secret message. Past
research has shown that it is probable to merge the techniques
by encrypting the message and hiding the encrypted message
with cryptography and steganography respectively [1]. This
combination of crypto-steganographic can provide a higher

level of security. This can be shown when cryptography
converts the message into unreadable form but this encrypted
message is able to be seen by everyone. Therefore, the
intruders may try to decrypt the encrypted message in order to
retrieve the original message. Steganography can deal with
the imperfection of cryptography by concealing the encrypted
message in other media such as pictures, audio or video [2].

A. Cryptography

Cryptography is the technique of protecting information
from the unauthorised third party. The encryption process is
the translation of the plaintext into unintelligible ciphertext.
The reverse of the encryption process is called decryption
which converting ciphertext back to plaintext. The purpose of
cryptography is to provide a number of security goals which
include integrity, authentication, access control,
confidentiality and non-repudiation to avoid security issues.
Cryptography can be categorised as asymmetric key

cryptography and symmetric key cryptography [3].
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Fig. 1. Symmetric key encryption and decryption process.

Symmetric key cryptography is sometimes called private
key cryptography. Identical cryptographic key is utilised for
encryption and decryption in symmetric key cryptography.
Symmetric key encryption can use block cipher or stream
cipher. In the stream ciphers, plaintext is encrypted a bit or a
byte at a time. On the other hand, block ciphers encrypt
plaintext a block at a time and the fixed plaintext block size
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can be 64 bits, 128 bits and 256 bits of data. The example of
the symmetric key cryptography includes Blowfish,
Advanced Encryption Standard (AES), Rivest Cipher 4 (RC4)
and Data Encryption Standard (DES). Fig. 1 illustrates the
symmetric key encryption and decryption process.

Asymmetric key cryptography, or public key
cryptography utilises two different keys for the encryption and
decryption process which is public key and private key. The
public key in the key pair can be shared with everyone to
encrypt the plaintext while the private key which needs to be
kept secret is used to decrypt the ciphertext. Asymmetric key
cryptography, unlike symmetric key cryptography, requires a
secure channel to exchange the secret key between the sender
and receiver. The example for asymmetric key cryptography
includes RSA, DSA, and ElGamal. Fig. 2 illustrates the
asymmetric key encryption and decryption process.
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Fig. 2. Asymmetric key encryption and decryption process.

B. Steganography

Steganography is the technique of hiding the presence of
the message from an observer. The process of steganography
technique can be classified into four categories which are text,
image, audio, and video [4]. In the text steganography, text
file acts as cover media to hide the data, while image
steganography uses the image; audio steganography uses
audio and video steganography uses video to hide data. The
common technique used by four of this steganography is LSB
to achieve confidentiality.

Concealing information inside an image is a well-known
technique nowadays. It is simple to spread an image that
contains a secret message in a newsgroups or over the World
Wide Web [5]. In image steganography, image files like BMP,
PNG, JPEG, TIFF, GIF etc. are used to hide data. The
technique used to achieve confidentiality is LSB, spread
spectrum etc. Image steganography algorithms can be
classified into two categories which are transform domain
steganography and spatial domain steganography.

Transform domain is also known as frequency domain.
The pixel value of the image is changed into coefficients
utilising some mathematical transformation function and the
message bits are embedded into the coefficients. The
mathematical functions to change an image to frequency
domain include Discrete Cosine Transform (DCT), Discrete
Fourier Transform (DFT), Integer Wavelet Transform (IWT),
Discrete Wavelet Transform (DWT), etc. However, DCT is
the most famous transform function in the image among the
transformation techniques due to the availability of DCT
based image format in public domain [6].

The pixel value of the image is directly altered and
substituted by the message bit in spatial domain. LSB
substitution is the most common algorithm for concealing the
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secret message because it is the easiest technique with less
algorithmic complexity. This algorithm makes use of the fact
of LSB in an image could be treated as random noise and
modifies to the least significant bit will not produce a
conspicuous change on the image [7]. Due to Human Visual
System (HVS) are not able to detect the slight changes in the
image, it is less prone to HVS attack. Other than LSB
substitution, there are various steganography techniques such
as LSB matching, Adaptive LSB and Pixel Value
Differencing (PVD), Edge detection filter based, etc. to insert
data into the image.

Both transform domain and spatial domain have their
strengths and weakness. Spatial domain algorithm is the
simplest scheme in terms of embedding and extraction
complexity. It has higher capacity compared to frequency
domain algorithms. However, it is highly prone to cropping,
compression and statistical attacks. On the other hand,
transform domain has less capacity and complex way of
hiding information in image but it is less exposed to cropping
and compression [6].

C. Our Contributions

In this paper, we review the existing crypto-
steganographic schemes in the literature. In particular, we
focus on the feature of cryptographic and steganographic
algorithms used by the existing crypto-steganographic
schemes, and compare and discuss about their security
properties, strengths and weaknesses.

We also developed a secure crypto-steganographic
system for healthcare with the implementation and
integration of the secure crypto-steganographic scheme
proposed by Juneja and Sandhu [8]. Tools and techniques of
the crypto-steganographic scheme that are used to develop
the secure crypto-steganographic system will be described.

II. A REVIEW ON THE CRYPTO-STEGANOGRAPHIC
SCHEMES

Juneja and Sandhu proposed a secure and robust approach
by improving LSB based steganography techniques to conceal
message in a 24-bit bitmap colour image [8]. Two-component
based LSB methods utilised blue and green components of a
random location in the edge area of images to embed secret
data. While adaptive LSB based steganography randomly
embedded data based on Most Significant Bit (MSB) of the
blue, red, and green component of pixel in smooth areas. This
method is more robust as it is combined with AES encryption
algorithm [9, 10]. The authors used 128 bits key length which
was more secure because no threats were found on 128 bits,
but threaten found on 192 and 256 bits. The advantage of AES
is robust against hacking and flexible and simple. The hybrid
feature detection technique integrated Canny edge detection
algorithm and enhanced Hough transform technique is used to
extract edges and smooth areas from the cover image. The
Canny edge detector is a standard edge detection algorithm
due to its great localisation, great detection abilities, and
insignificant measure of false edge detection rate. The Hough
transform is utilised to refine the output of Canny edge
detector by distinguishing the lines, circle, edge links, and
peaks. The adaptive LSB substitution in this proposed scheme
utilised the algorithm provided by Kekre and improved it to
embed secret message bit and get smoother areas of a cover
image.
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Nurdiyanto et al. [11] proposed a method combining PVD
steganography proposed by Wu and Tsai [12] with GOST
encryption algorithm to provide higher security level in
connection with data integrity as well as confidentiality.
GOST encryption algorithm is a Soviet and Russian
government standard symmetric key block cipher. It utilises
64-bit block ciphers and 256-bit keys with 32 round processes.
The GOST method utilises eight permanent S-boxes to accept
4-bit input and produce a 4-bit output. Exclusive OR (XOR)
operations and Rotate Left Shift also used in GOST method.
PVD steganography divided image into non-overlapping
blocks contain two consecutive pixels and the difference value
between this two connecting pixels in the image is calculated.
The computed difference value is to decide the number of bits
to be embedded into the image. The embedding process in this
technique is performed by comparing two neighbouring pixels
until all of the message bits are inserted into the cover image.

Joshi et al. proposed a method which combines
cryptography and spatial domain steganography on grey
images [13]. Vernam cipher algorithm is used to encrypt the
message at first to enhance the security. LSB with shifting
(LSB-S) is utilised to embed encrypted message into an
image. Vernam cipher is a symmetrical stream cipher which
plaintext is integrated with identical length of random stream
data to produce the ciphertext utilising XOR operation. The
receiver and the sender need to share one-time pad key which
is random and used only once for Vernam cipher. The four
LSB of the image pixel is utilised and circular left shift
operation and XOR operation is performed in LSB-S
technique.

Juneja et al. proposed method which combines RSA
algorithm and advanced LSB insertion [14]. This paper also
suggested a method to rank the images in the user library
according to the suitability of an image to be the cover image
for the secret message. RSA encryption is an asymmetric
cryptography uses a pair of public and private keys which are
different but mathematically linked. Public key can be shared
to sender for encrypting a message, whereas private key is
utilised for decrypting the unintelligible message and must be
kept covertly by the receiver. RSA modulus is the product of
two huge prime numbers based on the difficulty of the
factorisation. LSB insertion in this proposed method is to
compare the encrypted message bits with the LSB of the
colour pixel in the image. The first byte to the last byte in the
cover image is compared in order to allow all the encrypted
message bit to be embedded. The cycles through the pixel of
the image is to search for the block of bytes that produce in
least number of LSB changes. Next, the rank will be produced
according to the matching percentage between encrypted
message bits and the LSB of image bits. For instance, 10 bits
of encrypted message to be embedded has a bit pattern
1000000001. If the block of bytes of the cover image with a
bit pattern of 1000000011, the percentage of matching is
ninety percent as 9 out of the 10 bits are exactly matched.

Kumar et al. proposed a technique by combining Hash-
LSB and RSA algorithm [15]. RSA algorithm is an
asymmetric key cryptography to enhance the secrecy of the
message. The message is encrypted by public key and the
meaningless encrypted message is decrypted by private key.
Hash-LSB utilised a hash function to generate a model for
embedding message bits into LSB of red, green and blue
component of pixel value in the cover image. The hash
function in this technique deals with the LSB bit position of
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the image pixel, the position of the image pixel and the
number of bits of LSB [16]. Each 8 bits of the encrypted
message are inserted into the LSB of the pixel value of image
in the order of 3 bits in red colour component, 3 bits in green
colour component and 2 bits in blue colour component. The
embedding process is repeated until the entire message bits
are embedded into the cover image.

Islam ef al. used AES cryptography and improved LSB
substitution method to provide better security [17]. AES
cryptography is a symmetric key cryptographic algorithm that
allows 128, 192 and 256 bits of key length. The message is
encrypted with AES cryptography before embedding into
cover image using LSB substitution. In this proposed
technique, the author improved the LSB technique by using
MSB bit to filter the cover image pixel. The MSB is used to
analyse the darker area when the MSB of pixel has at least 2
bits of 0’s and lighter area when the MSB of pixel has at least
2 bits of 1’s. LSB substitution to embed message is performed
depending on the darker and lighter area of the cover image
[18]. This method used status checking for embedding and
extracting messages. The comparison between the message
bit and the LSB bit position of third byte is made and the LSB
of 3rd byte will transform to “1” if matched and “0” if not
matched.

Rashmi et al. proposed method which combines AES
encryption and traditional Reversible Data Hiding techniques
(RDH) [19]. Confidentiality will be provided by encrypting
with AES encryption and the key. The ciphertext will be
inserted to the cover image with RDH algorithms to form
stego image. RDH algorithms embed messages into the cover
image which is visually invariant, and the stego image can be
losslessly restored after extracting the embedded messages.
RDH algorithms generate a host sequence with the small
entropy and reversibly embed message into the host sequence
by modifying its histogram [20]. The proposed algorithm is
secure as it uses dual level security with symmetric key
sharing. It has a better invisibility feature when this crypto-
steganographic method is applied on colour image compared
to grey images as the quality of image does not degrade.

Harianto et al. proposed a method which combines bit
matching steganography and AES to improve the security of
the exchanged bit [21]. Bit matching steganography is able to
find the location of matching pixels and creates a key to
retrieve the encrypted message. AES is adopted to improve
the security. The proposed method uses all colour channel of
the cover image and locates message on the cover image
follows the exact matches of colour value of image pixels and
ASCII values of the secret message. This method will not
generate the location for any duplicate character from the
secret message. It will only use one pixel location and use it
to regenerate the duplicate character. Next, it generates a
secret key based on the message stored location and encrypts
it with AES. The secret key is then sent to the receiver. This
method overcomes the limitation of LSB that has less hiding
capacity and improves the image quality.

Mohammad Obaidur Rahman et al. proposed a method
which combines Blowfish algorithm and a new efficient
embedded algorithm using Embedded Least Significant Bits
(E-LSB), and used SHA-256 Hashing Algorithm for integrity
checking [22]. The secret message is first encrypted with
Blowfish encryption algorithm. Next, the encrypted message
is embedded into cover image with E-LSB to create a stego
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image. In E-LSB, the pixel of colour image is broken into
frames of 8-bit for Red, Green and Blue plane respectively.
The least significant 3, 2, 2-bit of Red, Green and Blue frame
of a pixel will be utilised to embed the encrypted message. In
order to check the data integrity, SHA-256 is used to calculate
the hash value of stego image. Data detection attacks, for
instance, visual attack and RS attack are applied to evaluate
the security of this steganography system. These attacks are
not able to detect any embedded data in the stego image.

III. COMPARISON ANALYSIS

For ease of presentation, we summarise the crypto-
steganographic schemes in terms of the cryptographic method
and steganographic method employed, and image format
during image compression in Table 1. The comparison of
steganographic and cryptographic techniques are made in
Table 2, Table 3 and Table 4 respectively.

A. Crypto-Steganographic Schemes

Table 1. Crypto-Steganographic Scheme.

Scheme Crypt(.)- Type of Steganographic Image
graphic Crypto- Method Format
Method graphy
2 component
based LSB
[8] AES Symmetric substitution, BMP
Adaptive LSB
substitution
[11] GOST Symmetric PVD JPG
[13] Vemam | o metric LSB-S )
Cipher y
[14] RSA Asymmetric LSB insertion BMP
[15] RSA Asymmetric LSB insertion TIFF
[17] RSA Symmetric | LSB substitution BMP
[19] AES Symmetric RDH -
[21] AES Symmetric Bit matching -
[22] Blowfish Symmetric E-LSB -

We note that image compression is essential to reduce the
storage space required and the bandwidth needed when
transmitting over a network. Image compression methods can
be categorised into lossless compression and lossy
compression. The original image can be entirely restored after
decompression in the lossless image compression. In contrast,
lossy compression damages the image and only partial
reconstruction are possible after decompression [23]. JPG
files employ lossy compression which means some message
bits get lost during the compression step. BMP files are
uncompressed, and it is capable to hide a large message [24].
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TIFF file is a flexible format that can be lossy or lossless
compression [25].

B. Steganography

Among the prime security properties or characteristics of
steganography are imperceptibility, robustness, and capacity
of the hidden data [26]. Therefore, to evaluate the best crypto-
steganographic scheme to be applied in the real life
application, the scheme has to possess these essential
properties. Table 2 shows the comparison of the properties
achieved by LSB in the different schemes.

Table 2. Goal achieved by LSB.

Scheme | Imperceptibility | Robustness Capacity

[8] v v v
[11] v v
[13] v v
[14] v v

[15] v

[17] v

[19] v

[21] v v
[22] v

C. Cryptography

Cryptography is essential to keep data secure from
unauthorised persons. Table 3 shows the brief comparison of
symmetric and asymmetric key cryptography while Table 4
shows the comparison in terms of the specific encryption
schemes employed in the respective crypto-steganographic
schemes.

Table 3. Type of cryptography.

decryption.

- Eliminates the need
of secure channel to
distribute public key.

- Provide digital
signatures.

Type of Advantage Disadvantage

Cryptography

Symmetric - Not consuming - Need secure

key much computing channel for key
power. distribution.
- Work with high - Cannot provide
speed for encryption. digital signature.

Asymmetric - Use different key - Speed of

key for encryption and encryption is slower

than symmetric key
cryptography [3].
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Table 4. Cryptographic method.

Cryptographic Strength Weakness
Method

AES - Fast and reliable. - Use simple algebraic
- A robust security structure.
protocol to implement in | - Every block encrypted
both software and in the same way.
hardware. - The long key length
- Strength of key length can cause complexity.
is sufficient to protect
top secret information.
- Difficult to hack as
128 bits of key length
need 2128 attempts to
break.

GOST - Has faster speed than - Can be broken by an
IDEA encryption algebraic attack and is a
algorithm. deeply flawed cipher.

- Does not provide the
security level required
by ISO [27].

Vernam Cipher | - Encryption key is a
random number and the
key is used only once,
so the cipher will be
secured.

- Unbreakable since
there is no statistical
relationship between
ciphertext and plaintext.

- Amount of key bits are
as large as the amount of
plaintext.

- Has problem of
distributing key safely.

- Has very slow speed in
processing because
encryption and
decryption need a lot of
calculation [28]

RSA - Increased security
because the private key
does not need to be
revealed to others.

- Provide digital

signature. - Complexity of key

- Hard to crack due to creation as this

the difficulty of the algorithm is limited by
factorisation of prime prime and efficiency of
numbers. generating prime is low.

Blowfish - Has fast encryption - Not able to give

and decryption time confirmation and non-
[29]. denial as two individuals
- Consume less memory | have the same key.

for unit operations. - Small block size of

- Record the highest Blowfish is helpless
average entropy per byte | against the attacks.

of encryption [30].

IV. SECURE CRYPTO-STEGANOGRAPHIC SYSTEM FOR
HEALTHCARE

In this section, we provide a real-life application as a use
case of crypto-steganographic in healthcare industry. This
healthcare system is realised with the implementation of the
crypto-steganographic scheme proposed by Juneja and
Sandhu [8]. Juneja and Sandhu’s scheme has been selected as
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it achieves the goal of imperceptibility with minimum mean
square error, robustness tested and sustained the steganalysis
attacks, and its capacity increases with the use of hybrid
feature detection to detect more edge pixel to embed message.
This scheme uses AES symmetric key encryption that
consumes less computing power and it is fast and reliable.
This healthcare system enables users to store and transmit
confidential data securely with a double layer of security
which the data is encrypted before hiding into a cover image.
Therefore, the attackers are not able to perform cryptanalytic
attack if they do not know the existence of encrypted message
that appeared as an image. The use of this system can benefit
the healthcare industry to secure the patient’s sensitive
information such as personally identifiable information and
health data that must not be disclosed or accessed by any
unauthorised party.

The minimum requirement of the application is to achieve
the main goals of cryptography which protects the message
confidentiality, integrity, and availability as well as basic
requirements of steganography such as imperceptibility,
robustness, and capacity of hidden message.

A. Tools and Techniques Used

Advanced Encryption Standard. A fast encryption
technique to make the message unreadable. It consumes less
computing power and it is fast and reliable. It is a robust
security protocol to be implemented in a software and difficult
to be hacked as the strength of key length is sufficient.

Hybrid Detection Method. It is used to extract pixel in
the edges and smooth areas from an image. This technique
combines the Canny edge detection technique [31] and
Enhanced Hough transform techniques [32]. Canny edge
detection technique. It is used to detect edges in images. It has
great localisation, great detection abilities and insignificant
measure of false edges detection rate. Enhanced Hough
transform technique. It is utilised to improve the outcome of
Canny edge detector which to discover the peaks, lines, circles
and edge links from the output image processed by the Canny
edge detector.

Two-Component LSB Substitution. This method is used
to embed secret message into the edge pixels of the image.
The 8-bit of the blue component would be utilised to embed
encrypted message followed by embedding message into the
4 LSB of green component. The secret message is embedded
more into the edge areas of image as human perception is less
sensitive to changes in edge areas.

Adaptive LSB Substitution. This method is used to
embed secret message into the smooth areas of the image. The
embedding process across smooth areas in the image is
employed according to the pixel value of each colour
component. This method integrates maximum changes in
blue, average changes in green component and least amount
of changes in red. This is due to the visual perception of
intensely red object is more distinct than the perception of
green and blue [33].

B. Embedding Module and Extracting Module

The following Fig. 3 and Fig. 4 show the embedding
module and extracting module respectively.
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Input Bitmap Cover Image

Input Text Message

Bifurcation of cover image into edge and
y smooth areas using hybrid feature
detection filter

Encryption module using
AES

Y

Embed text message at edge areas using
| two component based LSB substituton
technique randomly

Y

Embed remaining text message at smooth
areas using adaptive LSB substituton
technique randomly

'

Stego Image

Fig. 3. Embedding module.

Input Stego Image

Bifurcation of cover image inte edge and
smooth areas using hybrid feature
detection filter

Extract text message from edge areas

Decryption medule using
AES

Extract remaining text message from
smooth areas

' !

Output Text Message Qutput Bitmap Cover Image

A

Fig. 4. Extracting module.

C. Result

The functionalities and the output will be illustrated along
with the screenshots of the application.
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Patient's Information

Basic Information

Name ‘Lim KaiWen |
IC No. ‘98I23 1-08-2241 |
Date Of Birth ‘98{\ 2/31 |
Gender Male |
Race ‘Chlnese |
Father's Name ‘Lim Joo Huat |
Mother’s Name Ting Khai Yee |
Phone No. ‘OIB—B I4416 |

I

Een: ) .

Fig. 5. Patient’s information (Part 1).

Patient's Information

Cough A
Headache

Other Notes

-Meed to take medicine on next Menday {20!05/20|9]|

Cancel Encrypt

Fig. 6. Patient’s information (Part 2).

To add a new patient in the application, the user inputs all
the patient’s information and the information will be
encrypted once the “Encrypt” button is clicked. In this step,
AES encryption function is called to encrypt the patient’s
information to protect data from unauthorised personnel. Fig.
5 shows the interface for user to key in the patient’s
information. Fig. 6 shows the “Encrypt” button to press after
the data is keyed in.
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Encryted Information

CYljgwdK*DA | OwwzlpLOCE+lawCOLICSTalpSz7al/ ~
GpkMOfVb | GCwt A7 +kK cU0IlqITF2he84mGRET|boNvMcBn Y4D6uiAWRQTy+2
CUtVSpp5jHoGVxsFOxZ7VWIYRJNDRNEINGsDty4RMity+ K300rjKloaYnDV q0BT
xGwFyFKOp2Q/iMmO8k3QWQilaAm* 9bGs2asDrvK U Y]uwunO4s|RUGDZ/ v/
ZTKRpao/G7yauqpOYuPZsOA 8K zFgwSYOrDFfCuf

tZBpBppzD0 | AQ [ uSsISc3rHLY kwR/uvOHSByWnWWhgzNOvGxihLel/
TXeYTjjXPP3IrptMYMd7 mEvOCoWWSWTA +ja%cDjqscgEMXFm*FPBNS6Id+ZZYq
mlKr3gVa3iLekmD45BNxn2YpKqPcl 0iZMpgxmqZVu 8YmvCaTdr|6 D7zVUEBAVX
EOVKOzDOjJanuDGgx5OHnas05UztmwFP| 2 IfésDwtREMNfg hBYVqRiqYpB/
BiOIkXFMsjBpN&50dMn4RsYgPNOMIwalnKnOm | bg2u97FyRQS
3005W90trKUStZFhmRM +beTOE [ YNGpillééoPhR/ v

Stego Key

eightchal ‘

Fig. 7. Encrypted information.

Fig. 7 shows the patient’s information is successfully
encrypted. The user needs to input 8 characters stego key.
Once the user presses the “Embed” button, the next page will
be shown to user to select image to hide the encrypted data.

WS Import Image — O #

Select Image

Fig. 8. Input image.

Fig. 8 shows the window for user to input image and for
embedding process. In this step, Canny Edge Detection
Technique and Enhanced Hough Transform Technique will
be executed to detect the line and circle in the image to
categorise edge and smooth pixel. After the detection of edge
and smooth area, the embedding process for stego key is
performed. Next, two component-based LSB substitution
method is called to embed the encrypted data in the edge pixel
until the end of the encrypted data character or the end of edge
pixel. If there is remaining character to embed in the smooth
area, adaptive based LSB substitution method is called.
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Stego Image

Done

Fig. 9. Stego image.

Fig. 9 shows the stego image after the embedding process.
The stego image is successfully formed with the
implementation of crypto-steganographic scheme. The stego
image is directly stored into the user’s device.

V. EVALUATION ANALYSIS

The robustness of the selected solution was examined
through several steganalysis attacks which include visual
analysis and statistical analysis. Visual analysis and statistical
analysis will be performed and explained with the result of
crypto-steganographic technique.

A. Visual Analysis

The result of the selected crypto-steganographic scheme
proposed by Juneja and Sandhu [8] is shown in Fig. 10. The
result shows this technique effectively withstands visual
attack as the visual difference between original image and
stego image are not able to be detected with human
perception. Fig. 11 shows the original image. Fig. 12 and Fig.
13 respectively show that the file size of original image and
modified stego image are the same.

Fig. 10. Stego image (embedded.bmp).
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Item type: BMP File

Date modified: 1/27/2019 632 PM
Dimensions: 1200 x 800

Size: 2.74 MB

Fig. 12. Files size of stego image.

Itermn type: BMP File

Date modified: 12/31/2018 8:58 PM
Dimensions: 1200 x 800

Size: 2.74 MB

original.bmp

Fig. 13. File size of original image.

B. Statistical Analysis

Histogram analysis technique is used to compare the
colour level of original image and stego image. This analysis
is carried out with the use of online image histogram tool,
PINETOOLS (https://pinetools.com/image-histogram). Fig.
14 and Fig. 15 respectively show the histogram analysis of the
blue, red, green and luminosity of the modified stego image
and original image (original.bmp). The result of histogram
analysis technique shows the original and stego image are the
same, therefore the attacker is not able to attack.

e-ISSN: 2682-8383

Fig. 14. Histogram analysis of the blue, red, green and luminosity of the
stego image (embedded.bmp).

Fig. 15. Histogram analysis of the blue, red, green, and luminosity of the
modified original image (original.bmp).

VI. CONCLUSION

We presented an overview of the existing crypto-
steganographic schemes with their strengths and weaknesses.
We also highlighted the similarities and differences between
the crypto-steganographic schemes. A secure crypto-
steganographic system for healthcare is then developed with
the implementation of the selected scheme proposed by
Juneja and Sandhu. In this system, a few techniques have
been employed, namely, a secure and robust method using
hybrid feature detection technique to extract edge and smooth
areas from an image, two-component LSB substitution to
embed secret message randomly in edge area, adaptive LSB
substitution to embed secret message randomly in smooth
area and standard encryption technique AES to encrypt
message before the embedding process. We also showed that
this system withstands two  steganalysis attacks which are
visual analysis and statistical analysis. Therefore, this crypto-
steganographic system for healthcare managed to achieve the
main goals of cryptography which protects the message
confidentiality, integrity, and availability as well as basic
requirements of steganography such as imperceptibility,
robustness, and capacity of hidden message.
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