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Abstract — Chaos-based cryptography has yet to achieve practical, real-world applications despite extensive research.
A major challenge is the difficulty in analysing the security of these cryptosystems, which often appear ad hoc in
design. Unlike conventional cryptography, evaluating the security margins of chaos-based encryption against attacks
such as differential cryptanalysis is complex. This paper introduces a straightforward approach of using chaotic
maps in cryptographic algorithms in a way that facilitates cryptanalysis. We demonstrate how a chaos-based
substitution function can be constructed using fixed-point representation, enabling the application of conventional
cryptanalysis tools such as the difference distribution table. As a proof-of-concept, we apply our method to the
logistic map, showing that differential properties vary based on the initial state and number of iterations. Our
findings demonstrate the feasibility of designing analysable chaos-based cryptographic components with well-
understood security margins.
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1. INTRODUCTION

Chaos theory is a mathematical field that studies nonlinear dynamical systems that have the butterfly effect. In other
words, even the slightest variation in their inputs can lead to a big difference in their outputs over time. We can
observe chaos in real-world phenomena such as climate, population and traffic. Chaotic maps are iterative functions
that have the aforementioned chaotic behaviour. The logistic map is an example of how complex behaviours can
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arise from simple dynamical equations and has been used as part of a discrete-time demographic model [1]. The
logistic map is defined as in Equation (1).

Xny1 = rxn(l = Xn), 1)

where x,, € [0,1] and r € [0,4] is a control parameter. As the value of r increases from 0 to 4, the behaviour of the
logistic map evolves from a fixed value, to periodic and finally chaotic.

Chaos-based cryptography is a popular research field that investigates the use of chaotic maps in cryptography.
Researchers have sought to apply chaotic maps in cryptography due to their properties such as pseudo-randomness,
complexity and sensitivity to changes in their inputs. Although these properties are indeed analogous to some of the
requirements of cryptographic algorithms, most chaos-based algorithms are designed in an ad hoc manner and stray
from widely studied design paradigms [2]. Since this complicates the analysis of their security margins, the
designers of chaos-based cryptosystems rely mainly on statistical testing to prove their algorithms are secure.

When it comes to symmetric-key cryptosystems, algorithms such as the Advanced Encryption Standard (AES) [3] or
ISO-standard PRESENT [4] have been designed based on well-studied design paradigms such as the substitution-
permutation network (SPN). These designs facilitate third-party cryptanalysis efforts which builds confidence in the
security of these ciphers over time. These designs facilitate third-party cryptanalysis efforts which builds confidence
in the security of these ciphers over time, which can then be used to encrypt data-at-rest (e.g. in cloud storage [5])
and data-in-transit. We can determine the exact security margins of these ciphers against state-of-the-art
cryptanalysis techniques such as differential cryptanalysis [6] or boomerang attacks [7]. The simplicity of their
designs allows attacks to be modelled as a system of constraints that are then solved by constraint solvers to provide
strict security bounds. Boolean satisfiability (SAT) and satisfiability modulo theory (SMT) solvers are commonly
used in cryptanalysis efforts [8], [9], [10].

Since chaos-based algorithms generally do not conform to any cryptographic design paradigms, applying
conventional cryptanalysis tools to evaluate their security is a difficult task. Most third-party cryptanalysis results
are dedicated methods that exploit specific design flaws [11], [12], [13]. Instead, designers of chaos-based
cryptosystems resort to statistical tests such as the number of pixels change rate (NPCR) and unified average change
intensity (UACI) to provide some form of evidence that their designs are secure against differential cryptanalysis
[14], [15], [16], [17], [18], [19]. However, it is well-established that passing statistical tests is not an indicator of
security [20].

In this paper, we aim to narrow the gap between conventional and chaos-based cryptography. We introduce a simple
approach to adopting chaotic maps as a cryptographic building block that can be analysed using classical
cryptanalysis techniques such as differential cryptanalysis. Specifically, we can build difference distribution tables
(DDTs) for them, much like substitution boxes (S-boxes). The use of fixed-point representation [21] allows the
computation of chaotic maps using interpretable binary strings, eliminating the complexity of floating-point
representation. We provide examples of DDTs for 4-bit and 8-bit variants of the chaos-based substitution functions
based on the logistic map. Note that these substitution functions are not meant to be used as is in the design of actual
cryptosystems and are mainly as a proof-of-concept.

The rest of this paper is structured as follows — Section 2 first provides background information including previous
methods to analyse the security of chaos-based cryptosystems against differential cryptanalysis. Section 3 then
introduces the proposed chaos-based substitution function based on fixed-point notation and how we can construct
DDTs for its different variants. In Section 4, we analyse the resulting DDTs and also show that we can also trivially
derive boomerang connectivity tables. The paper is concluded in Section 5.

2. PRELIMINARIES
2.1 Differential Cryptanalysis

Differential cryptanalysis was originally introduced by Biham and Shamir to cryptanalyse the Data Encryption
Standard (DES) [6]. Since then, it has been applied not only to block ciphers but other cryptographic primitives such
as hash functions [22] and stream ciphers [23], spawning variants such as differential-linear [24], boomerang [7] and
inspiring the development of neural cryptanalysis [25].
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When analysing a block cipher, the goal of a cryptanalyst is to find a pair of plaintexts (P, P,) with a difference a =
P, @ P, that leads to a pair of ciphertexts (C,, C,) with a difference g = C; @ C,. Here, we define a difference as an
XOR difference but there are also other variants such as rotational differences [26]. The probabilistic propagation of
an input difference to an output difference, @ — B through the cipher is known as a differential trail or differential
characteristic.

If a differential trail holds a sufficiently high probability, it can be used as a statistical distinguisher in key recovery
attacks. Estimating a trail's differential probability, P requires analysing the nonlinear components of a block cipher
such as S-boxes. If an S-box receives a nonzero difference as its input, it is considered active and imposes a penalty
on the overall differential probability because there are many possible output differences that occur with varying
probabilities for a given input difference. Differential propagation through an S-box can be described using a DDT
that captures the distribution of all possible input-to-output differences. Each row corresponds to an input difference
while each column corresponds to an output difference. The table entries count the number of possible pairs of
inputs with a given input difference that would lead to a particular output difference. The DDT of the block cipher
PRESENT [4] is shown in Table 1.

Table 1. Differential Distribution Table Of PRESENT
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2.2 Evaluating The Security of Chaos-based Ciphers Against Differential Cryptanalysis

As of July 2024, out of the 300 or so chaos-based cryptography papers indexed in Scopus, over 250 papers are
related to image or video encryption. The go-to justification for designing image or video-specific encryption
algorithms is that conventional encryption algorithms are not suitable for multimedia data [27] and are mainly for
textual data [28]. These claims are unfounded since conventional algorithms such as AES are the ones being used
daily to encrypt all types of data. One example would be the instant messaging service, WhatsApp which relies on
AES-256 for its end-to-end encryption [29]. In his paper, Zhang also refuted these claims by showing that AES can
efficiently encrypt images [30].

Since the majority of chaos-based encryption algorithms were designed for images or videos, analyses of their
security against differential cryptanalysis were performed based on pixel statistics rather than using conventional
cryptanalysis approaches. NPCR and UACI are the two main metrics used. Multiple cipherimage pairs (C,, C,) are
first obtained by encrypting plainimage pairs with a random 1-bit difference. Let D (i, j) be a function that returns 1
if the pixels at position (i, j) in both cipherimages are different, or 0 otherwise. NPCR and UACI values are then
given by Equation (2) and Equation (3) respectively.

LU D@L

9 O]
% 100%,

NPCR(Cy,C,) =
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respectively, where M and N represent the number of rows and columns in an image, L = 255 is the maximum gray
level value for an 8-bit pixel and C(i,)) is a pixel at position (i,). The ideal values for NPCR and UACI are
99.6094% and 33.4635% respectively [31]. For example, the encryption scheme proposed by Jun and Fun achieved
values of 99.6166% and 32.74455% [18]. Attaining close to these ideal values supposedly implies security against
differential attacks. There also exist ciphers that rely on S-boxes generated using chaotic maps or chaos-based S-
boxes. In some cases, some designers do analyse the DDTs of the chaos-based S-boxes [32], [33], [34] while others
do not [18], [27], [35].

3. METHODOLOGY
3.1 Chaos-based Substitution based on Fixed-Point Representation

The proposed substitution function takes an a-bit input and produces a b-bit output, where a and b need not be the
same size. The substitution function is not bijective and must be used in a construction that does not require a round
function to be invertible, such as the generalized Feistel network [36]. As a proof of concept, we will show how the
logistic map (Eq. 1) can be used to construct the proposed substitution function. The substitution function based on
the logistic map may not possess optimal cryptographic properties but is presented for its simplicity and ease of
understanding. The same methodology can be applied to any other chaotic map to develop other substitution
functions with improved security.

We represent real numbers as 32-bit unsigned fixed-point numbers, with 2 of the most significant bits (MSBSs)
representing integers and the remaining 30 least significant bits (LSBs) representing fractions. We fix r =
3.9999999990686774 (r = OxFFFFFFFF in fixed-point representation) to ensure that the logistic map has
chaotic behaviour while at the same time minimising the number of bits required for integers (only 2 bits are
required to represent "3"). We implement all the necessary fixed-point arithmetic operations required to iterate the
logistic map shown in Equation 1. For details about how fixed-point operations work, please refer to [21]. All codes
related to this paper, including the fixed-point implementation, are found at https://github.com/diffsearch/chaos_ddt.

Let the initial condition (or initial state) of the logistic map x, be a user-selected value between 0 and 1. Then, given
an a-bit binary input y where a < 30, we compute x, @ y before iterating the logistic map i times. We extract b
LSBs from x; as the output of the substitution function. The proposed substitution function is flexible since different
values of the initial state x,, number of iterations i, input size a and output size b can be selected depending on the
user's requirements. If used in a cryptographic algorithm, these parameters can also be initialised based on a security
parameter like the secret key. The entire process is summarised in Figure 1.

Algorithm 1 Chaos-based Substitution
Inputs: Initial state x, control parameter r, a-bit input ¢, number of itera-
tions i, output size b

x4z Dy > Perturb the initial state

while i # 0 do > Iterate the chaotic map i times
z o ra(l —x) > Logistic map equation
te—i—1

end while
Return: b least significant bits of x

Figure 1. Algorithm 1 On Chaos-based Substitution
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3.2 Constructing Difference Distribution Tables

Generally, block ciphers process their inputs as fixed-length words in 4-bit denominations. The word length depends
on their underlying building blocks, e.g. if 4-bit S-boxes or 16-bit modular addition operations are involved, then the
word sizes are usually 4 or 16 bits respectively. With that in mind, we will analyse the difference distribution for the
proposed substitution functions with specific word lengths.

Let the proposed substitution function be denoted as Sub, ,(y,i), where y denotes an a-bit input, b denotes the
output length in bits and i the number of chaotic map iterations. Generating the DDT for Sub, ;, follows the same
procedure as S-boxes — for all possible input a-bit input differences a, we enumerate all combinations of (y,y")
where y @ v’ = a. We then compute the output difference g after substituting both y and y' individually and
increment the corresponding DDT entry indexed by (a, £). Figure 2 illustrates the entire process.

Algorithm 2 Generating Difference Distribution Tables

1: Inputs: Input size a, output size b number of iterations i

2:

3 for a « 0 to 2 do > Loop through all input differences
4 for y «+ 0 to 2 do > Loop through all possible input values
5 Y ady > Calculate second value in the pair
6 3 = Subgp(y. i) @ Sub, p(y'. 1) > Calculate output difference
7 DDT[a][8] « DDT[a][5] + 1 > Inerement DDT entry
8 end for

9: end for

10: Return: Difference distribution table DDT

Figure 2. Algorithm 2 On Generating Difference Distribution Tables

4. ANALYSIS OF THE DIFFERENCE DISTRIBUTION TABLES

We examine DDTs fora = b = 4 and a = b = 8 which are arguably the most commonly used S-box sizes. The
following experiments are conducted:

e Fix x, and determine the impact of the number of iterations i on the upper-bound (worst-case) differential
probability P,
e Fix i and determine the impact of the initial state x, on B,

c

Differential probability is calculated as P = Sa where c is the value of an entry (count) in the DDT and 2¢ is the

total number of possible input combinations for a-bit pairs. For example, if a table entry for a 4-bit substitution is 2,
the differential probability is calculated as P = 22—4 =273, As a designer, the goal is to minimize ¢, which also

minimizes B,. S-boxes used in standardised block ciphers such as PRESENT (4-bit S-boxes) and AES (8-bit S-
boxes) have maximum counts of ¢ = 2 and ¢ = 4 respectively.

4.1 DDT Analysis Based on the Number of Iterations

We first begin with substitution functions where a = b = 4. We randomly select x, = 0.05129266157746315 or
x, = 0x03486104 in fixed-point representation. These are nothing-up-my-sleeve numbers randomly selected from

the numbers of . We first generate a DDT for i = 1 as an example, depicted in Table 2. The highest count in the

DDT is ¢ =6, which corresponds to P, = — = 2~1415_\\e then repeat the experiments Vi € [1,500]. The majority

2+
of DDTs have P, = 271*15 (¢ = 6) while there were 49 instances with B, = 272 (c = 4). B, = 279415 (¢ = 12)
only occurs once when i = 3 and 272678 (¢ = 10) thrice when i € {5,173,427}. This implies that these worst-case
scenarios (DDTs with high counts) occur less frequently when i increases. The results of this experiment are

illustrated in Figure 3.

294



Journal of Informatics and Web Engineering Vol. 3 No. 3 (October 2024)

Table 2. 4-bit DDT Where x, = 0.005129266157746315,i = 1

[001 23456789 ABCDETF
0/ 160 0000 0000000O0O00O0
1HOODODO62020000400 2
2000 0000022604000 2
300002200200022420
110 4620020000000 20
50020024200200220
6)0000002024240200
7002004000200 20 24
80 00404020000220 2
94 200000402220000
AJOOOO0O400200404020
B[2022000020040040
CCO220020400002220
D0 222022022020000
Ef0000240022002040
F[2220000022202200
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Figure 3. Comparing 4-bit DDTs Vi € [1,500],x, = 0.05129266157746315

We repeat experiments fora = b =8, Vi € [1,100], the results of which are illustrated in Figure 4. We limit the
experiment to 100 iterations because constructing an 8-bit DDT takes significantly longer than its 4-bit counterpart.
The majority of DDTs have P,, = g =2"*%"8 and P, = ;—z = 274415 The distribution of DDTs with these upper-

bound probabilities is illustrated in Figure 5. We note that at least 10 iterations are required before DDTs with lower
counts are generated, implying that having a larger number of iterations positively impacts differential properties.

4.2 DDT Analysis Based on the Initial State x,

Next, we fix the number of iterations to study the impact of different initial states x, on B,,. We set i = 500 (Figure
6) based on our observations in Section 4.1. We first examine DDTSs for a = b = 4. We select 30 x, values with a
hamming weight of 1 (x, € {0x00000001,0x00000002,0x00000004, ..., 0x4000000} ) to determine how
specific bits affect probability values. The results in Figure 6 show that if any of the four LSBs are active, the
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resulting DDTs have the lowest B, = 24—4 = 272, This is unsurprising because only the a = 4 bits of the input are

modified before iterating the chaotic map. Taking this into consideration, we enumerate all DDTs for x, €
[0x00000001,0x0000000F] and found that all of them also have B, = 272,

Count vs Instances

50 1

40 1

w
5]

Instances

N
=1
L

Count

Figure 4. Comparing 8-bit DDTs Vi € [1,100],x, = 0.05129266157746315

Iterations vs Instances

Instances
X
=
%]

lterations

Figure 5. Comparing 8-bit DDTs Vi € [1,100], x, = 0.05129266157746315 Where ¢ € {10,12}

Next, we repeated the experiment for a = b = 8 and i = 50 (Figure 7). Results in Figure 7 show that if any of the
eight LSBs are active, we get DDTs with the lowest counts of ¢ = 10 or B, = 27578, Upon enumerating all DDTs
for x, € [0x00000001,0x000000FF], we also found that they all have P = 27*¢7°, This supports our previous
conjecture that the bits that have the biggest impact on differential probability are those that the substitution
function’s inputs have directly modified.

4.3 Boomerang Connectivity

Boomerang attacks are an extension of differential cryptanalysis [7], whereby a cipher is divided into two halves
that is connected by a single switching round. An attacker first needs to find differential trails for the upper and
lower halves of the cipher, and check if they are compatible by using a boomerang connectivity table (BCT). The
BCT defines all possible switching scenarios and is very similar to the DDT. More information about BCTs can be
found in [37]. Since the proposed chaos-based substitution function is not bijective, we need to instead construct
what is known as a Feistel BCT (FBCT) [38]. An example of a 4-bit FBCT where x, = 0.05129266157746315
(xo = 0x03486104) when i = 100 is shown in Table 3. The various known properties of the FBCT can be clearly
seen such as diagonal symmetry, the ladder switch (fixed values for the first column and row) and the Feistel switch
(fixed values diagonally).
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Table 3. 4-bit FBCT Where x, = 0.005129266157746315,i = 100
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5. CONCLUSION

One of the main problems in chaos-based cryptography is that their ad hoc designs are often highly complex and
hinders third-party cryptanalysis efforts. In this paper, we address this issue by introducing a straightforward
approach to using chaotic maps that facilitates cryptanalysis. This goal was achieved by adopting fixed-point
representation in place of floating-point, which allows us to compute chaotic maps using straightforward binary
operations. We first introduce a simple chaos-based substitution function that can accommodate various input and
output sizes. It is a one-way substitution function that can be used in stream ciphers or block ciphers. We show how
we can easily construct a difference distribution table to analyse the substitution function’s security against
differential cryptanalysis. The impact of varying different chaotic map parameters on differential properties was
examined in several experiments involving the logistic map as a proof-of-concept. As future work, we will explore
the use of other more complex chaotic maps and how well they fare against other conventional cryptanalysis

methods such as linear cryptanalysis.
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