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Abstract – Pervasive computing, or ubiquitous computing, is rapidly increasing in capacity and capabilities. With the Internet of 

Things (IoT) becoming an integral part of daily life and the growing availability of edge computing resources, automation guided 

by data is advancing applications in healthcare, manufacturing, automotive, and other areas. It's natural that pervasive computing 

will intersect with artificial intelligence (AI) and cybersecurity. AI can improve detection, prediction, and anticipative responses to 

human needs, while cybersecurity addresses topics like misuse prevention, ethics, policies, and governance. This issue features 

seven articles on these intersections, including four AI articles exploring natural language processing and computer vision, and 

three cybersecurity articles covering cryptography, medical devices, and maritime security. 
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1. INTRODUCTION 

In recent years, the number of devices with computational capabilities has rapidly increased due to advancements in the Internet of 

Things. As the number of computing devices grows in both quantity and power, pervasive computing is becoming more integrated 

into daily life. From smart homes that manage and predict our needs to wearable devices that monitor our health, the boundaries 

between the digital and physical worlds are blurring. Advances in artificial intelligence, robust networks, and sensors are 

transforming computing from a tool into an omnipresent, invisible force that significantly influences how we perceive and interact 

with the world. 

While pervasive computing brings unprecedented convenience and efficiency, it also raises critical questions about privacy, 

security, and the nature of human agency in an increasingly digitized world. This issue explores some of these questions, 

particularly within the dynamic fields of artificial intelligence and security. 

 

 

https://doi.org/10.33093/jiwe.2024.3.3.13
https://journals.mmupress.com/jiwe
https://journals.mmupress.com/jiwe
https://journals.mmupress.com/jiwe
https://creativecommons.org/licenses/by-nc-nd/4.0/


Journal of Informatics and Web Engineering                 Vol. 3 No. 3 (October 2024) 

209 
 

1.1 What Is Pervasive Computing? 

Ubiquitous computing, also known as pervasive computing is the idea that computing capabilities are built into everyday objects 

and devices everywhere [2]. It involves the deployment of numerous small, interconnected devices, such as sensors, actuators, and 

microprocessors, that work together to collect, process, and transmit data. This technology aims to create a more connected and 

intelligent world where technology is unobtrusive and responsive to our needs. 

Key characteristics of pervasive computing include: 

- Uniquity: Devices are everywhere, often embedded in objects and environments. 

- Invisibility: Technology becomes a natural part of our surroundings. 

- Proactivity: Devices detect, anticipate, and respond to our needs without human involvement. 

- Context awareness: Devices understand their application context using location, time, user preferences, and other data. 

- Interconnectivity: Devices communicate and collaborate seamlessly to provide comprehensive services. 

Applications of pervasive computing revolve around smart homes, wearable devices, IoT, and smart cities. In smart homes, these 

computing devices power automated lighting, heating, home security systems, and appliance operations. Wearable devices include 

fitness trackers, smartwatches, and vision augments that aid in perception. IoT sensors collect data and automate actions in fields 

such as agriculture, healthcare, and manufacturing. These technologies form the core services of smart cities, improving efficiency, 

sustainability, and quality of life (see Figure 1). 

 

Figure 1. Global IoT Market Forecast (in billions of connected IoT devices) [1] 

 

1.2 Recent Developments In Pervasive Computing 

The main areas of pervasive computing usually revolve around hardware and devices, software, network and connectivity, 

applications and services, human-computer interaction and ethical/social implications. As this preface is written, several exciting 

advances in tech have just been recently announced: (1) the launch of ChatGPT 4o with capacity for deep reasoning [3], (2) Meta’s 

Orion glasses that provide a new state-of-the-art augmented reality experience [4], and (3) Llama 3.2, the open source large 

language model was released for fine-tuning and deployment, featuring multimodal models that can reason on high resolution 

images [5]. Naturally, research in pervasive computing with intersect with the main areas of cybersecurity and AI, which remain 

the focus of this special editorial. 

Outside of AI and cybersecurity, one main area of work receiving attention in pervasive computing is edge computing, with a lot 

of research focusing on reducing energy of computing devices while bringing computing power closer to where the data is produced 

by IoT devices. Several examples of research in edge computing include Sharghivand et al.’s work in proposing an edge computing 

matching framework with guaranteed quality of service, where the authors propose a novel two-sided matching solution for edge 

services that consider quality of service requirements in terms of service response time to circumvent strict quality of service 

restrictions imposed for remote execution of applications at the edge [6]. Another more recent work in edge computing by Tocze 
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and Nadim-Tehrani is an article which advocates for further studies beyond energy efficiency to examine the resource impact of 

edge computing itself [7].  

For recent works touching on AI in pervasive computing, Kumar et al.’s work in developing trustworthy AI in the age of pervasive 

computing and big data formalizes the requirements of trustworthy AI systems through an ethics perspective [8]. Gou et al. takes 

a deeper look at a cognitive medical decision support system in an pervasive computing environment, presenting a uniquely flexible 

medical decision support system to enhance end-user confidence through ubiquitous IoT devices within the context of HCI [9]. 

Lastly, Bimpas et al. provides a survey on advancements, applications and open challenges in 2024 that focuses on different tools, 

techniques and applications developed to leverage the benefits of pervasive computing for ambient intelligence [10]. Works such 

as these offer much insight into applications of AI from both technical and ethical perspectives within the context of pervasive 

computing.  

In the recent works in the area of cybersecurity, on the other hand, Ahuja et al.’s article looks at privacy and security considerations 

in healthcare when it comes to navigating IoT and pervasive computing challenges, with the intention of informing healthcare 

professionals and organisations in dealing with evolving privacy and security issues within the context of pervasive computing 

[11]. Taking a more general approach, Ahmady et al. provide a review of cybersecurity measures involving IoT, with specific 

attention to the integration of AI, machine learning and risk management especially when dealing with the security of 

interconnected devices [12]. Lastly, Pasdar provides an examination of threat models in IoT-enhanced combat systems, with a 

deeper look at the integration of blockchain, machine learning, game theory, protocols and algorithms within these systems [13]. 

These are some works that delve into the cybersecurity aspects of pervasive computing. 

Finally, we recommend anyone interested in a textbook that offers a historical perspective on the origins and evolution of pervasive 

computing to have a closer look at Raju’s recent work in [14]. 

 

2. IN THIS THEMATIC ISSUE 

Continuing the theme presented beforehand in Section 1, this issue features seven novel papers centered around artificial 

intelligence and cybersecurity. The following is a preview of these articles, grouped into the two main domains of AI and 

cybersecurity. 

2.1 Artificial Intelligence 

There are a total of five papers that research on AI in this issue. 

Zaman et al.’s work entitled "Intelligent Abstractive Summarization of Scholarly Publications with Transfer Learning," [15] 

explores two models for generating titles from the abstracts of scientific articles using abstractive summarization techniques. The 

study implements a Gated Recurrent Unit (GRU) encoder with a greedy-search decoder, as well as a Transformer-based model. 

Both models are evaluated against a baseline Long Short-Term Memory (LSTM) model. The Transformer model demonstrates 

superior performance with a ROUGE-1 score of 0.2881 compared to the LSTM’s 0.1033. The paper highlights the advantages of 

abstractive summarization over extractive methods, noting that it produces more concise and coherent summaries. A key aspect is 

the use of attention mechanisms in the GRU and Transformer models, which effectively manage longer sequences of text. Previous 

works like Paulus et al.'s deep reinforcement model for abstractive summarization [16] and Vaswani et al.'s transformer architecture 

[17] are referenced to contextualize the study’s contributions. 

Following a similar vein, Sarwar et al.’s work entitled “HybridEval: An Improved Novel Hybrid Metric for Evaluation of Text 

Summarisation” [18] reevaluates the evaluation method for text summarization tasks with two state-of-the-art assessment measures 

– Recall-Oriented Understudy for Gisting Evaluation (ROUGE) and Bilingual Evaluation Understudy (BLEU). HybridEval, the 

proposed algorithm organizes phrases into six distinct groups  to evaluate text summarization problems that utilizes wieighted sum 

of cosine scores from InferSent’s SentEval algorithms [19] to achieve high accuracy. 

In Goel et al.’s work entitled “Sibling Discrimination Using Linear Fusion on Deep Learning Face Recognition Models” [20], an 

interesting perspective on the study of distinguishing siblings using facial recognition, advancing work on human identification. 

The authors propose a non-invasive alternative to traditional methods, leveraging on deep learning to distinguish siblings based on 

partial facial features. Their techniques include a combination of advanced deep learning models such as VGG19, VGG16, 

VGGFace [21] and FaceNet [22], and a linear fusion technique for high accuracy and reliability. 

Finally, crossing the bridge between AI and cybersecurity, Kim et al’s work entitled “Conditional Deployable Biometrics: Matching 

Periocular and Face in Various Settings” [23] showcases concepts designed to deliver consistent performance across various 

biometric matching scenarios that include intra-modal, multimodal and cross-modal applications. The authors developed CBD-

NET a deep neural network specially tailored for periocular and face biometric modalities to realize this. Benchmarking on five in-

the-wild datasets, the effectiveness of CBD-NET is demonstrated with drastic performance improvements in comparison with 

baseline networks. 
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2.2 Cybersecurity 

As we delve into the area of cybersecurity, a total of three papers in this editorial are presented covering very different fields. 

The first, entitled “Cyber-Securing Medical Devices Using Machine Learning: A Case Study of Pacemaker” by Jimoh and Al-

juboori [24], studies and improves on the cybersecurity framework of pacemaker devices, first identifying potential vulnerabilities 

and introducing effective strategies to counter them. The authors cover a myriad of vulnerabilities including unauthorized entry, 

data breaches and life-threatening device malfunctions. The authors also employs a quantitative research approach, utilizing the 

WUSTL-EHMS-2020 dataset [25] to train machine learning GBM and SVM models for predicting cyber threats. The authors then 

showed that the GBM model significantly outperformed SVM across evaluation metrics. 

The second paper by Teh et al entitled “Towards Analysable Chaos-based Cryptosystems: Constructing Difference Distribution 

Tables for Chaotic Maps” [26] examines how a novel method using chaotic maps that facilitates cryptanalysis can be used to 

provide third-party cryptanalysis efforts on complex chaos-based cryptosystems. This is done using a fixed-point representation in 

place of floating-point, thus allowing the computation of chaotic maps using straightforward binary operations. The authors also 

demonstrate the creation of a chaos-based substitution function that is constructed using fixed-point representation and enables of 

conventional cryptanalysis using the difference distribution table. Finally, the authors show a proof-of-concept that applies the 

method to the logistic map, demonstrating the feasibility of designing analysable chaos-based cryptographic components with well-

understood security margins. 

Finally for the last paper by Kam et al. entitled “In Search of Suitable Methods for Cost-Benefit Analysis of Cyber Risk Mitigation 

in Offshore Wind: A Survey” [27], the authors evaluate the results of a systematic literature review on existing proposed solutions 

for cost benefit analysis on cybersecurity risk mitigation measures for offshore wind cyber physical systems. The authors describe 

the methodology for their systematic literature review in detail, and in the process, discover a lack of studies conducted on cost-

benefit analysis research in the area. The authors show current works lack detailed cost modeling for offshore wind beyond general 

breakdowns encompassing capital, maintenance and labour or installation expenses. The authors then propose opportunities for 

research to be done in the field to obtain larger data sets for further study. 

 

3. CONCLUSION 

As computing becomes more widespread in our daily lives, the link between AI and cybersecurity becomes increasingly crucial. 

The articles in this collection explore how AI is improving common tech systems while also exploring new security advancements 

related to pervasive computing. We hope these articles will provide fresh insights into how AI and cybersecurity advancements in 

pervasive computing can lead to the creation of smart programs and security measures that work together to create a more connected 

and secure future. By understanding these advancements, we can build a safer and more efficient digital world. 
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